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raw : SEIIRE o 4 ¢ GEhkETE o

mangle : € E (QOS) -~ ANERRHGES -
net : Hiht#E > FRNAERARS FHES -

filter : GLiEs - FHRRBKHERAL -
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INPUT## - i ABdEH -

OUTPUTH : piz i #iEa -

PORWARD## : i Bl SR Al -
PREROUTING# : At HEEH L (DNAT) -
POSTOUTING## : HA IR (SNAT) -
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ACCEPT : BB -

DROP : EZE# IS - REJECT : IEEBAETEH -
REDIRECT : EE A ~ BET ~ B -

SNAT : JsH -4 -

DNAT : 5 b -

MASQUERADE : IP{&%5 (NAT) - FAADSL -
LOG : HEEalsk -

=l

T AiptablesiiHi
iptables -
iptables -x
iptables -Z

PRI 2 Y ]

iptables -A INPUT -s 127.0.0.1 -d 127.0.0.1 -j ACCEPT # mir At o 3Rz 1 (BT T A MR, R A% )
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iptables -A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT # s L& iy sfH[ge 28
FRTT
iptables -A OUTPUT -j ACCEPT # fo2FATA A a4 My EHRT
iptables -A INPUT -p tcp --dport 22 -j ACCEPT # #5551 22011
iptables -A INPUT -p tcp --dport 80 -j ACCEPT # 70255518011
iptables -A INPUT -p tcp --dport 21 -j ACCEPT # fafftpiR#&ay2 11
iptables -A INPUT -p tcp --dport 20 -j ACCEPT # 42 FTPR# (720081
iptables -A INPUT -j reject #EE [ HA R e a AR RIER R
iptables -A FORWARD -j REJECT #2 1| Hifth o s FHy3H A5 R

mask(FEiz) IP

iptables -I INPUT -s 123.45.6.7 -j DROP # ¥ EE{EIPHYar<

iptables -I INPUT -s 123.0.0.0/8 -j DROP #%f1PELH17£123.0.0.15(123.255.255.2541)an<
iptables -I INPUT -s 124.45.0.0/16 -j DROP #£[IPEZHI7£123.45.0.1%(123.45.255.2541d5%
iptables -I INPUT -s 123.45.6.0/24 -j DROP #£[IPEGEI1#£123.45.6.15123.45.6.2541 i &
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iptables -L -n -vChain INPUT (policy DROP 48106 packets, 2690K bytes)
pkts bytes target prot opt in out source destination

5075 589K ACCEPT all -- lo * 0.0.0.0/0 0.0.0.0/0

191K 90M ACCEPT tcp -- * * 0.0.0.0/0 0.0.0.0/0 tcp dpt:22

1499K 133M ACCEPT tcp -- * * 0.0.0.0/0 0.0.0.0/0 tcp dpt:80
4364K 6351M ACCEPT all -- * * 0.0.0.0/0 0.0.0.0/0 state RELATED
6256 327K ACCEPT icmp -- * * 0.0.0.0/0 0.0.0.0/0

Chain FORWARD (policy ACCEPT 0 packets, 0 bytes)

pkts bytes target prot opt in out source destination

Chain OUTPUT (policy ACCEPT 3382K packets, 1819M bytes)

pkts bytes target prot opt in out source destination

5075 589K ACCEPT all -- * 1o 0.0.0.0/0 0.0.0.0/0
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iptables -L -n --line-numbers
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iptables -D INPUT 8
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